NHOOPMAIIMOHHASA ITAMATKA JJIA OBYYAIOIUXCA TJIA
PASMEIIEHHUA HA OCPUIIUAJIBHBIX THTEPHET-PECYPCAX

C kaxaplM TOJAOM MOJIOACKH B UHTEPHETE CTAHOBUTHCS OoOmblIe, a
IIKOJBHUKA OJHU M3 CaMbIX aKTUBHBIX mojb3oBarened PyHera. Mexnay Tewm,
MMOMHUMO OTPOMHOTO KOJIMYE€CTBA BO3MOXKHOCTEW, MHTEPHET HECET U MPOOJIEMBI.
OTa naMATKa J0JKHA ITOMOYb TeOe 0e30MMacHO HaXOIUTHCS B CETH.

KoMmnbrotrepHbie BUPYCHI

KoMmmnbioTepHblii  BUpYC -  3TO  Pa3HOBUAHOCTb  KOMIIBIOTEPHBIX
OporpaMM, OTIUYHUTENbHONM OCOOEHHOCTBIO KOTOPOW SIBISIETCS CIIOCOOHOCTH K
pa3MHOXEHHUI0. B 1onosHeHWe K 3TOMYy, BHUPYCbl MOTYT TOBPEAUTH WIIU
NOJHOCTHIO ~ YHUYTOXHUTh Bce  (ailibl M JaHHble, TOJKOHTPOJbHBIE
[0JIb30BATENI0, OT UMEHHM KOTOpPOro Oblia 3allyllleHa 3apa’keHHas MporpaMma, a
TaKXKe TMOBPEAUTHh WM JlaK€ YHUUTOXHUTH ONEPAIMOHHYIO CHUCTEMY CO BCEMH
¢daiinamu B nenoMm. B OosbIIMHCTBE ClydaeB pacHpOCTPaHsSIOTCS BUPYCHI Yepes
UHTEPHET.

MGTOJ]BI 3aIMTHI OT BPEJOHOCHBIX ITPOTPAMM:

1. I/ICHOHBSYﬁ COBPCMCHHBLIC OIICPAIMOHHBIC CHUCTCMbI, UMCHOIITHNC CGpLCSHBIﬁ
YPOBEHB 3alIUTHI OT BPECAOHOCHBIX IIPOrpamMMm,

2. TlocrostHHO ycTaHaBiuBaii  mauth  (umdpoBbie
3aIlJIaTKH, KOTOpHIE ABTOMAaTHYEeCKH YCTAHABJIMBAIOTCS C  IEJBIO
nopabOTKH TporpaMMbl) W Jpyrue OOHOBICHHS CBOCH  ONEpalMOHHON
cuctembl. CkaumBail WX TOJIBKO € OQUIMAIBLHOTO caiita paspaboruunka OC.

Ecimu cymecTByeT peKuM aBTOMATHYECKOTO OOHOBIICHUS, BKIIIOYH €T0;

3. Pabotaii Ha cBOoeM KOMIIbIOTEpPE IIOJ] IpaBaMH IIOJB30BATENsA, a HE
aIMUHHCTpATOpa. DTO HE MO3BOJIUT OOJBIIMHCTBY BPEJIOHOCHBIX MPOrpaMM
MHCTAJUTUPOBATBCSA HA TBOEM IIEPCOHAIBLHOM KOMITBIOTEPE,;

4. Vcnonb3yit AHTUBUPYCHBIE IIPOrpaMMHBIE
IIPOAYKTHI U3BECTHBIX  IIPOU3BOJUTENEH, C aBTOMaTUYECKUM
oOHOBIIEHHEM 0a3;

5. Orpaanyb GU3NYECKUI TOCTYT K KOMIBIOTEPY JJIsi TOCTOPOHHUX JIHII;

6. Mcnonb3yli BHEUNIHHWE HOCHUTETW HHQPOpMAINH, Takue Kak dIemka,
TUCK wiH (aill U3 UHTEpPHETa, TOJIHKO W3 MPOBEPEHHBIX HCTOYHHUKOB,



7. He oTkpbiBail KOMIBbIOTEPHBIE (DAIIIBI, TOJYyUYEHHbIE M3 HEHAJEKHBIX
MCTOYHUKOB. [laxe Te ¢aiiiabl, KOTOpble MpUcIan TBOM 3HAKOMBIN. Jlydilie yTouHu
y HEro, OTIPABJISLI JIU OH Te0E HX.

Ceru WI-FI

Wi-Fi - 3T0 He BUJ nepeavn JaHHBIX, HE TEXHOJIOTHS, a BCErO JIMIIb OpPEeH]I,
Mapka. Eme B 1991 rony Huaepianackas KOMIaHUsI 3aperuCcTpupoBajia OpeH
"WECA", uro o603nauano cioBocoueranue "Wireless Fidelity"”, kotopsrii
NepeBoIUTCA Kak "OecnpoBOIHAS TOYHOCT".

Jlo Hamero BpeMeHH JoIuia Apyras a0OpeBuaTypa, KOTopas sSBISETCS TaKOu
e TexHosorueit. Oto abOpeuatypa "WIi-Fi". Takoe Ha3BaHue OBUIO JaHO C
HAMEKOM Ha CTaH/JapT BbICIIEH 3ByKoBO# TexHuku Hi-Fi, 4To B epeBojie o3HavaeT
"BBICOKAsi TOUHOCTH .

Jla, OecruiaTHBIM HWHTEPHET-TOCTYN B Kade, OTensIx © a’dponoprax
SBJISIETCS OTJIMYHOW BO3MOJKHOCTBIO BBIXOJIa B MHTepHET. HO MHOrmMe sKkcrepTsl
cunTaroT, 4ro odmenoctymnubie Wi-Fi ceTn He SIBIsIOTCS O€30MaCHBIMHU.

CoBeThl 110 6€30IaCHOCTH pabOThI B 00IIEAOCTYHBIX ceTsXx Wi-fi:

1. He mepenaBaii cBoro Mu4Hy0 HHPOpMaIuio yepes obmieaoctynabie Wi-Fi
cetu. PaboTas B HuUX, *enareabHO HE BBOJAUTD MAPOJIU JOCTYIA, JIOTUHBI U KaKHe-
TO HOMEPA;

2. Vcnons3yih u OOHOBISIA aHTHUBUPYCHBIE MporpaMMbl U OpaHaMayep.
Tem cambiM TBI 0O€30macuIIb ce0s OT 3aKaYKU BUpYyca Ha TBOE YCTPOIMCTRO;

3. Ilpu wucnonbzoBannu Wi-Fi oTkimtoun ¢yskiuo "OOmui moctym K
daitnam u npuaTepam". [laHHas GYHKIHS 3aKphiTa MO YMOJYAHHUIO, OJHAKO
HEKOTOpBIC IOJB30BATEIM AaKTHBHPYIOT €€ I YA00CTBa HCIOJb30BAHUS B
pabote uim y4eoe;

4. He ucnone3yit nmyonumaasidi WI-FI nis nepenaun nUYHBIX TaHHBIX,
HampuMmep I BBIXOJIa B COIMAJIbHBIC CETH WM B JICKTPOHHYIO TTOYTY;

5. Ucnonp3yit Tonbko 3amuinennoe coequuenue yepe3 HTTPS, a ue HTTP,
T.C. Mpu HaOOpe BeO-ampeca BBoAW uMeHHO "https://";

6. B moOminpHOM Tenedone otkimroun GyHkiuio "Tlogkmodenne k Wi-Fi
aBromaruuecku . He



JOMyCKall aBTOMaTHYECKOT0 OJKITFOUEHHsI yCTpoicTBa K cetsiMm Wi-Fi 6e3 TBoero
COorjlacus.

ConuajJbHblIe ceTH

ComuanbHble CETH AaKTUBHO BXOAST B HANly J>KWU3Hb, MHOTHE JIIOJIU
paboTaloT W JKMBYT TaM MOCTOsSHHO, a B Facebook yxe 3apeructpupoBan
MHWJUIMAPJ YEJOBEK, YTO SBISIETCS OJHOM CEIbMOW BCEX JKUTEJIEH IUIAHETHI.
MHoTHe TOJIB30BaTEIM HE IMMOHUMAIOT, YTO WHGOpMaIus, pa3MelicHHas UMHU B
COIMAJIBHBIX CETSIX, MOXKET OBITh HaWICHAa M HMCIOJb30BaHA KEM YTOJIHO, B TOM
Yucjie He 0053aTeNIbHO ¢ OJJaruMU HAaMEPEHUSIMH.

OCHOBHBIE COBETBI 110 0€301IaCHOCTH B COLIMAJIbHBIX CETAX.

1. Orpanuub cnucok Apy3ed. Y Tels B Apy3bsiX HE JOJDKHO OBITh
CIy4alHBIX M HE3HAKOMBIX JIFOJIEH;

2. 3amuiai CBOK YacTHYH >kM3Hb. He ykaspiBail maponu, TeneqoHsl,

azpeca, 1ary TBOETrO pOXKACHUS U
IPYTYyI0 JIMYHYIO HH(pOpMAIHIO. 310YMBIILICHHUKH
MOTYT HCIOJIb30BaTh naxe HH(pOpMAILUI0 O

TOM, KaK Thl M TBOM POOUTEIIN IIJIAHUPYETE IIPOBECTU KaHUKYJIHI,

3. 3amuimiail CBOIO peryTaluio - IepKHU €€ B YUCTOTE U 3a7aBail cebe BOmpoc:
XOTen OBl ThI, YTOOBI JPYrH€ TMOJH30BATEIN BHJEIH, YTO Thl 3arpykaemuib?
[lonymaii, mpexxae 4em 4YTo-TO OMyOJIMKOBATh, HAITUCAThH U 3arPy3UTh;

4. Ecnu THI TOBOPHIG C JIFOJbMHU, KOTOPBIX HE 3HACllb, HE HCIOIb3YyH
CBOE peallbHOEC MMS U APYTYIO JIMYHYIO HH(POPMAIIUU: UMsI, MECTO )KHTEIbCTBA,
MECTO y4eObl U TIpoyee;

5. Us6eraii pasmemenus ¢ororpaduit B MuTepHere, rae Thl H300pakeH
HAa MECTHOCTH, IO KOTOPOM MOXHO OTMPEIETUTh TBOE MECTOIOJIOKEHHE,

6. Ilpu peructpamuu B COIMAIBHOH CETH HEOOXOIWMO HCIIOJIB30BAThH

CJIOHBIC TIAPOJIH, COCTOSIINE U3 OYKB M UG U C KOJTUIECTBOM 3HAKOB HE MEHEE
8;

7. Jlng couuanpbHOM CeTH, MOYThl W JPYrHMX CaWTOB HEOOXOAMMO
MCIIOJIB30BaTh pa3Hble maposu. Torga eciu TeOsi B3JOMAIOT, TO 37I0YMBIIIJIEHHUKU
MOJIy4aT JOCTYH TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.



JJIeKTPOHHBbIE IeHbI'U

DNEeKTPOHHBIE JIEHBIU - 3TO OYEHb YJIOOHBIN CcrIOCO0 IIaTeken, OJHAKO
CYIIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYNUTH 3TH JICHBIU.

9H€KTpOHHBI€ JACHBI'H ITOABUIIMCH COBCEM HCEIABHO KW HMMCHHO H3-3a
9TOro0 BO MHOI'MX rocygapCrBax A0 CHUX IIOP HC IIPOMMUCAHO ITPO HUX B 3aKOHAX.

B Poccun xe OoHM (PYHKIIMOHHUPYIOT MU O HHUX YK€ MPOMHCAHO B 3aKOHE,
I7I€ UX Pa3Jessl0T Ha HECKOJIBKO BUJOB - aHOHHMHbBIE U HE aHOHMMHBbIE. Pa3Huna
B TOM, YTO AHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIacTCs MPOBOAUTH ONEpalUn
0e3 wuAeHTHUQUKALMUKM TOJb30BAaTENsi, a B HEAHOHUMHBIX HUICHTU(UKAIUSA
[I0JIb30BaTENs SABISAETCS 005A3aTEIbHOM.

Taxxe ciaepyeTr paznuyaTh JIEKTPOHHbIE (PUATHBIE NEHbI'U (PABHBI
roCy/IapCTBEHHBIM BAJIIOTaM) U 3JIEKTPOHHBIE He(UATHbBIE ACHBIU (HE PABHBI
rOCYJapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI MO O€30MacCHOI paboTe C ANEKTPOHHBIMU JIEHbIAMHU:

1. TlpuBsku K cueTy MOOWJIBHBIA Tene@oH. DTO camblii yAOOHBIM W OBICTPHIN
CHoc00 BOCCTAHOBUTH JOCTYIl K cueTy. llpuBs3aHHbBI TenedoH MOMOXKET, €Ciu
3a0ynenb CBOM IUIATEXKHBIM Maposib WM 3aifjienlb Ha CalT C HE3HAKOMOI'O
YCTPOWCTBA,;

2. Vcnonw3y#t ogHopasoBbie maponu. [locne nmepexona Ha yCUIICHHYIO
aBTOpHU3AIMIO TeOe yxKe He OylIeT yrpokaTh OMACHOCTh KPAXKU WJTH TIepexBaTa
TUTATEKHOTO TapoJIs;

3. Bwibepu cnoxsblii mapoib. IlpecTtymHukam OyaeT HE MPOCTO yraaaTh
CJIOKHBIN TapoJib. HajiesxHbIe Mapoiy - 3TO Mapoiu, KOTOPIE COAEpKaT HE MCHEE
8 3HAaKOB M BKIIOYAIOT B ce0s CTPOYHBIC W TPOMHUCHBIC OYKBBI, HHPPHI U
HECKOJIPKO CHMBOJIOB, TaKW€ KakK 3HaK Jjoiuiapa, (yHTa, BOCKIMIATEIbHBIN
3nak u 1.1. Hanpumep, $tRONg!;;

4. He BBOJIM CBOM JIMUHBIC TAHHBIE HAa CaliTax, KOTOPHIM HE JIOBEPSICIIIb.
DJIEKTPOHHAS MOYTA

DJIEKTPOHHAs TOYTa - 3TO TEXHOJOTHS M TIPEIOCTABISEMBbIC €10 YCIYTH
M0  TEePeChUIKE M TOJYYCHHIO  JJCKTPOHHBIX  COOOIIECHHUM, KOTOpbIE
pacnpeaenstoTcss B KOMIBIOTEPHOM ceTH. OOBIYHO SJCKTPOHHBIA TMOYTOBBIN
SIIAK BBITJSIAT  CIACAYIOIMAM  00pa3oM: HUMs_IOJIb30BaTeISI(@HUMS_JIOMCHA.
Takxe KpoMe Mepeaadyr MpPOCTOrO0 TEKCTa, MUMEETCS BO3MOXXHOCTh NEpeIaBaTh
(aibl.



OcHOBHBIE COBETHI IO O€30MaCHOI paboTe € ANEKTPOHHOMN MOYTOM:

1. Hago BbIOpaTh mNpaBUJIbHBIM MOYTOBBIA cepBUC. B uHTEpHETE €cCTh
OTPOMHBIN BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIy4IlEe JOBEPAThH
TEM, KOI'0 3Hacllb U KTO IIEPBbIM B PEUTHHTE;

2. He yxka3piBaili B Ju4HOW mouTe JuuyHyro wuHbopmanuiw. Hamnpuwmep,
Jayduie BblOpaTh "My3biKanbHbIA (haHaT@" wiu "pok2013" BmecTo "Temal3";

3. Hcnonp3yil NBYX3TamHYyl0 aBTOpHU3AlMI0. DTO KOIJa MOMHMO HapoJs
HY>KHO BBOJUTBH KOJ, MpHUChLIaeMblil mo SMS;

4. BoiOepu cHOXKHBIA napoib. s KaXkI0ro mo4yToBOro SivKa J0JKEeH
OBITH CBOM HAJEKHBIM, yCTOWYMBBIN K B3JIOMY MapOJib;

5. Eciin ecTh BO3MOKHOCTh HaluMcaTh CaMOMY CBOM JIMYHBIA BOTIPOC,
UCIIOJIb3YH 3Ty BO3MOKHOCTD;

6. HMcmonb3yil HECKOJBKO TIOYTOBBIX SIIUKOB. [lepBbIii s 4acTHOM
NEPENUCKU C aJpecaramu, KOTOPbBIM Thl JIOBEpPsiCIllb. JTO BJIECKTPOHHBIN ajipec
HE HAaJI0 HUCIIOJb30BaTh MPU pErucTpanuu Ha GopyMax U cauTax;

7. He oTkpbIBaii (aityibl U qpyrue BIOXKEHUS B MUChbMaX, JaKe €CIIM OHU
NPHIILIA OT TBOUX Jpy3ei. JIydille yTOUYHU y HUX, OTIPABIISUIH JIU OHH TeOe TH
(aiisr,

8. Tlocne oxoHyaHUs pabOTHl HA MOYTOBOM CEPBHUCE IEpe] 3aKPHITHEM
BKJIQJIKU C calTOM He 3a0yap HakaTh Ha "Beridtu".

Kn6epOyaiiuHr uiv BUPTYyaibHOE U31e€BaTeJIbCTBO

KubepOymmHr - npecienoBaHue COOOIICHUSMH, COJCPKAITUMU
OCKOPOJICHHSI, arpecCHio, 3allyTruBaHKE; XYJIUTaHCTBO; COIIMAIBHOE
OOMKOTHUPOBAHHUE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI O OOpPHOE C KHOEPOYIITUHTOM:

1. He Opocatics B 60ii. JIyummii crmoco0: mocoBeToBaThCs Kak ceOsi BECTH H,
€CJIM HET TOro, K KOMy MOXHO OOpaTHThCA, TO BHayaje YCIOKOUThbcs. Ecaum
Thl HAYHEIIb OTBEYaTh OCKOPOJICHUSMH Ha OCKOPOJICHHS, TO TOJIBKO eIIe
OoJIbIIIe Pa30XKIKENTh KOH(ITUKT;



2. Ynpasnsii cBoell kubeppenyTanuei;

3. AHOHUMHOCTh B ceTh MHHUMas. CylIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 332 AHOHUMHBIM AKKayHTOM;

4. He crouT BecTH XYJIHMIaHCKHI oO0pa3 BUPTyajdbHOW »xu3HU. MHTepHer
(¢ukcupyeT Bce TBOM ACHCTBUS M COXpAHSET MX. YJAIUTh UX OyAeT KpaiiHe
3aTPYAHUTEIILHO;

5. Cobmnroait CBOIO BUPTYaIbHYIO YECTh CMOJIONY,

6. UrHopupyit enuHuuHblii HeraTtuB. OJHOpPa30BbIE OCKOPOUTENbHBIE
COOOIIeHUsT  Jiydllle MrHopupoBaTh. OOBIYHO arpeccusi TNpeKpalaercs Ha
Ha4YaJIbHOM CTaJuH,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMU, B
COITMAIBHBIX CETSAX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTIPABKU COOOIIECHUN C
ONpENIETIEHHBIX a/IPECOB;

8. Ecam T1b1 cBupereny kuOepOysummnra. TBow JeHCTBUSA: BBICTYNHUTh
OPOTUB TIPECIENOBATENS, IOKAa3aTh €My, YTO €ro JEWCTBUS OLEHUBAKOTCS
HEraTUBHO, IIOAJEP)KATh >KEPTBY, KOTOPOW HYXKHA IICUXOJIOTMYECKask IOMOIIb,
COOOIIUTH B3pOCIBIM O (DAKTE arpeCCUBHOTO MOBEJCHUS B CETH.

MobuiabHbIi TeaedoH

CoBpemenHble cMapTQOHBI ¥ IUIAHIIETH COJAEpKaT B cebe BIOJHE
B3pOCHbI  (DYHKIIMOHAJN, W TENepb OHU MOTYT KOHKYpUpPOBaTh  CO
CTaIlMOHAPHBIMH KoMMbloTepamMu. OMHAKO, CPENCTB 3alUTHI IS TOIOOHBIX
YCTPOWCTB NOKAa OYEHb Mayjo. TeCTUpOBaHHE W TOUCK YA3BUMOCTEH B HHUX
OPOUCXOOUT HE Tak uWHTeHcuBHO, kKak i IIK, To ke camoe kacaercs u
MOOWITBHBIX MIPUIIOKEHUH.

CoBpemeHHbIE ~ MOOWIBHBIE  Opay3epbl yK€ MpPaKTUYECKd JOTHAJIHU
HACTOJIbHBIE AaHAJIOTH, OJHAKO pacimupeHue (yHKIMOHANIA BIIEYET 3a COOOH
OOJBIIYIO CIIOKHOCTh U MEHBIIYIO 3alTUIIICHHOCTb.

Jlaieko He Bce MPOU3BOJAUTEIIH BBIITYCKAIOT OOHOBJICHMUS,
3aKpBIBAIOIINE KPUTHUYECKUE YA3BUMOCTH JIJISI CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI /IJIs1 0€30MaCHOCTH MOOMIIBHOTO TeedoHa:
Huyero He sBnseTcs mMo-HACTOAMEMY O€CIIaTHBIM. byab OCTOPOXKEH,

BCIb KOTI'Ada TeOe npeajiararoT OecIIaTHBIN KOHTCHT, B HCM MOI'YT OBITH CKPBIThI
KaKHEe-TO IJIATHBIC YCIIYTH,



Hymaii, mnpexne yem otTnpaButb SMS, ¢oro wim Buzpeo. Tl TOYHO
3Haelllb, II€ OHU OYIyT B KOHEUHOM UTOre?

Heo6xo1uMo 0OHOBIATE OMIEPAITMOHHYIO CUCTEMY TBOETo cMapTdhoHa,;
Hcnonb3yit aHTUBHPYCHBIC TPOTPAMMBI JIJI1 MOOWMITBHBIX TEIC(POHOB;

He s3arpyxaii mnpuwiokeHHs OT HEHU3BECTHOTO WMCTOYHUKA, BElIb OHU
MOTYT COJEpPKaTh BPEJOHOCHOE MPOrpaMMHOE 00€eCTIeueHuE;

[Tocie TOro Kak THI BBIAAEINIL C CaiiTa, rje BBOAWI JHYHYIO HH(POPMAIHUIO,
3aliIi B HACTPOWKH Opay3epa u yaaau COOKIes;

[Tepuoguyecku npoBepsiid, Kakue IJIATHBIE YCIYTd aKTUBUPOBAHBI HAa TBOEM
HOMeEpE;

JlaBaii cBoil HOMEp MOOMJIBHOTO TenedoHA TOJIBKO JIOASM, KOTOPBIX Thl
3Haellb U KOMY JIOBEpSEIlb;

Bluetooth ngomken OBITH BBIKIIOYEH, KOrJa Thl MM HE IOJb3yelibes. He
3a0bIBaii MHOTA TIPOBEPSITH ITO.

Online urpsI

CoBpeMeHHbIE  OHJIAWH-UTPBl - 3TO  KPacoO4YHblE,  3aXBaThIBAIOIIHE
pa3BiieyeHus, OOBEAUHSIIONIME COTHH THICAY YEJOBEK MO BcemMy mupy. Mrpoxum
UCCIIEIYIOT JAaHHBIM UM MHp, OOIIAIOTCS APYT C APYTOM, BBIMOJHSIOT 3aJaHMUS,
CpakaloTCs C MOHCTPAaMHM M MOJYYarOT ONBIT. 3a YAOBOJbCTBUE OHM ILUIATHT:
MOKYTAIOT IUCK, OIJIAYMBAIOT A0OHEMEHT WM TPUOOPETAIOT KAKUE-TO OIIIUH.

Bce »Tu cpenctBa MAOyT Ha MOAJAEpPKAHME W PA3BUTHE UIPHI, a TaKXKe Ha
caMmy 0€30IaCHOCTh. COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3AIUU, BBITYCKAIOTCS
HOBbIe TaTyu (mU(POBBIEC 3aIUIATKH IS MPOTPAMM), 3aKPBIBAIOTCS YS3BHMOCTH
CEpPBEPOB.

B momoOHBIX urpax CTOWT omacatbcsi HE CTOJBKO CBOUX COIEPHUKOB,
CKOJIBKO KpakH TBOETO MapoJisi, Ha KOTOPOM OCHOBaHAa CHUCTEMa aBTOpPU3AIUU
OOJBITMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30IaCHOCTH TBOETO UI'POBOI'0 aKKayHTa.

1. Ecau apyroit urpok BeneT cebs IIoX0o WM CO37aeT Te0e HENMPHUSATHOCTH,
3a0JIOKMPYH €r0 B CIIMCKE UTPOKOB;



2. lloxamylicda aAMUHUCTPATOpaM UIPbl Ha IUJIOXOE€ IMOBEJEHUE 3TOTO
UT'POKA, >KEJIATEJIbHO MPWIOKUTH KaKUE-TO JOKA3aTeIbCTBA B BUIE CKPUHOB;

3. He yka3piBaii TuuHyr0 HH(pOpMaLUIO B podaiiie Urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait Heo(UIIMaIbHBIC TATYU U MO/IBI,

6. Mcrionb3yii CIOKHBIE U pa3HbIE APOJIH;

7. I[a>1<e BO BpCMs HUIPbl HC CTOUT OTKIHOYATb AHTUBUPYC. IIoka ThI
HUrpacuib, TBOM KOMITBROTCP MOT'YT 3apa3uTh.

@OUIINHT WA Kpaika JUIHbIX JaHHbIX

OObIyHOM Kpakeld JIeHer M JOKYMEHTOB CErojHsi YK€ HHKOTO He
yIMBUIIb, HO C  Pa3BUTUEM HMHTEPHET-TEXHOJOTHM  3JI0YMBILIJIEHHUKU
NEPEMECTHIIUCh B WMHTEPHET, W MPOIOJIKAIOT 3aHUMATHCS "JTHOOUMBIM" JIEIOM.

Tak mosBMIach HOBas Yrpo3a. HMHTEPHET-MOINEHHHYECTBA MM (DHILIUHT,
IJIaBHAs II€Jb KOTOPOTO COCTOMT B MOJYYEHHH KOH(DHICHIIMATBHBIX JaHHBIX
Hojbp30BaTeNiell - JIOTMHOB M mapojedi. Ha anrmmiickom si3eike phishing
yrraercs Kak GumuHr (ot fishing - peroHast oBis, password - maposis).

OcHOBHBIE COBETHI 110 O0pHOE ¢ PUITHHTOM:

1. Cnenu 3a cBOMM aKKayHTOM. Eciu ThI mMojo3peBaciiib, 4TO TBOS aHKETa
Obla  B3JIOMaHa, TO HeoOXoAMMO  3a0JIOKUPOBATb €€ H  COOOIIUTH
aJIMUHUCTPATOPaM pecypca 00 3TOM KaK MOYKHO CKopee;

2. Vcnonb3yit 6e30macHbie BeO-CaliThl, B TOM YHUCJIE, MHTEPHET-Mara3uHoB U
IMONCKOBBIX CUCTEM;

3. Hcnonp3yli clokHBIE W pa3Hble Mapoiud. TakuMm o0pas3oM, eciu
TeOS B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJIy4aT JOCTYI TOJIBKO K OJHOMY
TBOEMY MPOQUITIO B CETH, a HE KO BCEM,;

4, Ecmu T1eOs B3JI0OMaad, TO HEOOXOIMMO MPEIyInpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpBIC HJOOABICHBI y TeOS B APY3bAX, O TOM, UTO TeOs B3JIOMAaJU
M, BO3MOXXHO, OT TBOETO HMEHH OyAeT pacchlIaThCi CIIaM M CCHUIKM Ha
(UITUHTOBBIC CANTHI;

5. YcranoBu HanexHbid naposib (PIN) Ha MoOWIBHBIH TenedoH;



6. OTKJII0YM COXpaHEHHE NapoJis B Opaysepe;

7. He oTkpeiBail Qailibl U Jpyrue BIOKEHUS B MHCbMaX, JAK€ €CIH OHU
NPUILIM OT TBOMUX Jpy3ei. Jlydine yTouHM y HHMX, OTHPaBJISUIM JU OHU TeOe 3TH
(aibl.

MudpoBas penyrauus

[udposass penyrtarusi - 3TO HEraTUBHAS WM TO3UTHBHAS HHQPOpMAIIUS
B cetu o Ttebe. Kommpomerupyromias uHopManus, pasMmelieHHas B
UHTEpPHETE, MOXKET CEPbEe3HbIM O00pa3oM OTPa3UThCS HAa TBOEH peabHON
xu3Hu. "lludpoBas pemyramus" - STO TBOM UMUK, KOTOPBIA (HopMUpyeTCs
u3 nH(popmalum o Tede B UHTEPHETE.

TBoe MecTo IKUTENnhCTBa, YyueObl, TBO€ (UHAHCOBOE TMOJOXKECHUE,
OCOOCHHOCTH XapaKTepa U paccKasbl 0 OJIM3KHX - BCE TO HAKATUIMBAETCS B CETH.

MHorue  MOAPOCTKA  JIETKOMBICIEHHO  OTHOCATCS K  IYOJHMKaluu
auyHoM  uH@opmauuu B MHTepHeTe, He MOHUMAas BO3MOXKHBIX IOCJIEICTBUA.
Tel maxe He cMOXellb AOragaTbcsi O TOM, 4TO GoTorpadus, pazMenieHHas 5 JeT
Ha3aJl, CTaJla IPUYUHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pasmenieHue TBoux (otorpaduii u Apyrue HAEWCTBUS MOTYT
HE HCYE3HYTh JaXe IOCJIe TOro, KaKk Thl WX yAamuilb. [bhl HE 3HACHIb, KTO
COXpaHHMJ JTy HWH(POpMaIMIO, TOMNajga U OHa B TIOUCKOBBIE CHCTEMBI W
COXpaHWJIAach JM OHA, a TJIAaBHOE. YTO IMOAYyMalT O TeOe OKpYKalolue IHOJIH,
KOTOpBIE HAUAYT U YBUAAT 3T0. HailTkt MHpOpPMAIII0 MHOTO JIET CITyCTSI CMOXKET
M000# - Kak u3 JoOPBIX MOOYXKACHUH, TaK U ¢ HAMEPEHUEM PUYUHUTD Bpe. ITO
MOKET OBITh KTO YTOJTHO.

OcCHOBHBIE COBETHI MO 3aIIUTE U(POBOI PEITyTALNHN:

1. Tlogymaii, pexae 4em 4To-TO MyOJMKOBATh U TepenaBath y cedst B Oiore
WJIA B COIIMAJILHOM CETH;

2. B mHactpoiikax mnpoduns yCTaHOBM OrpPaHWYEHUS HA MPOCMOTP
TBOETO TPOGUIIS U €ro COAECPNKUMOTO, CeTail ero ToJIbKO "mist apy3ei',

3. He pasmemaii m He yka3piBali HMH(pOpMaIMIO, KOTOpas MOXET KOTO-
00 OCKOPOJIATh WJIU OOMIKATh.

ABTOpCKOE NPaBo

COBpeMeHHI:-Ie ITKOJIBHUKHA - AKTHUBHBIC ITIOJIB30BaTCIIN I_II/ICI)I)OBOFO
IpOoCTpaHCTBA. OI[HaKO JaJICKO HC€ BCC 3HAKOT, 4YTO IIOJB30BaAHHMC MHOI'MMHU



BO3MOXHOCTSAMHM  LHM(PPOBOro  Mupa TpedyeT  coOJ0JeHus MpaB Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "HHTEIEKTyallbHasi COOCTBEHHOCTb' OTHOCHUTCS K pa3IUYHBIM
TBOPEHUSIM YEJIOBEYECKOr0 yMa, HA4yMHAs C HOBBIX H300pPETEHHl MU 3HAKOB,
0003HavyaloIUX COOCTBEHHOCTh HA MPOAYKTHI M YCIYIH, U 3aKaHYMBasg KHUTaMH,
¢dororpadusiMu, KUHOPUIBMAMU U MY3bIKaJIbHBIMU TPOU3BEICHUSMHU.

ABTOpCKHME TpaBa - 3TO MpaBa Ha WHTEJUIEKTYaJlbHYI0 COOCTBEHHOCTb Ha
MIPOU3BEICHNS HAYKH, JIUTEPATYPHI U UCKyCCTBa. ABTOpPCKHE npasa
BBICTYNIAlOT B KAa4yeCTBE rapaHTUU TOTO, 4TO
MHTEJJIEKTYaIbHBIA/TBOPUECKUH TPyl aBTOpa He OyIeT HampacHbIM, JacT
€My CIIpaBeAJIMBbIE BO3MOXKHOCTH 3apab0oTaThb Ha pe3ylbTaTax CBOErO TPYJa,
NOJIYYUTh M3BECTHOCTh W mpu3HaHue. Hukro 0e3 paspelieHusi aBTopa HE MOXKET

BOCIIPOU3BOOUTD cro IMPOU3BCACHUC, PaCcpoOCTPAHATD, HY6J'II/IIIHO
ACMOHCTPUPOBATD, mpoaaBaTh, HUMIIOPTUPOBATD, IMyCKaTb B
IMpOKart, Hy6J'II/I‘{HO HUCIIOJIHATS, [IOKA3bIBATH/UCIIOIHATE B 3(1)1/1pe 401041

pa3memath B IHTEpHETE.

Ucnonw3oBanue  "muparckoro”  MpOrpaMMHOTO  OOECIIEUCHHS  MOXKET
NPUBECTH K MHOTHUM pHUCKaM: OT TMOTE€PH JAaHHBIX K TBOUM aKKayHTaM JI0
OJIOKUPOBKH TBOETO YCTPOMCTBa, TIJ/ie YCTAaHOBJIEHA HEJErajibHas Iporpamma.
He croutr Ttakke 3a0bIBaTh, 4YTO CYIIECTBYIOT JIeTajbHble W OECIUIATHbBIE
IPOrpaMMbl, KOTOPbIE MOKHO HATH B CETH.

O nopraJjie

CeteBuuoK.pd - TBOH IJIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXKEIIIb Y3HATH O
0€30MacHOCTU B CETH MOHIATHBIM U JOCTYIIHBIM SI3BIKOM, a TIPH
BO3HUKHOBEHHHM KPUTHYECKOM CHUTyallud OOpPATUTHCSA 32 COBETOM. A Takke
NPUHATH YYacTHE B KOHKYpPCaX U CTaTh CaMbIM U(DPOBBIM IpakIlaHUHOM



